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Gain insight to automatically engage and protect risky employees

Challenge

According to the Verizon 2022 DBIR report, 82% of cyber incidents are caused by human
error, while Elevate Security research shows that 8% of employees are responsible for
80% of breaches. These individuals are particularly susceptible to phishing, malware, social
engineering and other attacks. Currently, there is a lack of effective methods for identifying
high-risk individuals and protecting them from potential cyber threats. To address this issue,
security teams require scalable and adaptive automation solutions to prevent targeted
attacks and incidents.

Solution

Elevate Security integrates with the CrowdStrike Falcon® platform to enhance organizational
visibility and mitigate employee risk. By connecting with the Falcon platform, Elevate allows
security teams to quickly assess risky employees and use automated playbooks to adaptively
respond to potential threats.

Elevate’s seamless integration with common security technologies — such as email and
web gateways, endpoints and other tools — through APIs provides a comprehensive

view of employee behavior and threats. This integration with the Falcon platform enables
rapid assessment of risky employees based on their actions, frequency they’re targeted
and by whom they are targeted. Advanced data science models predict and quantify the
vulnerabilities of each individual, facilitating a scalable, tailored approach to managing risk.
Organizations can easily incorporate rich, contextual security data from the Falcon platform
to gain a deeper understanding of workforce risk and implement appropriate responses.

Elevate offers both out-of-the-box and customizable playbooks to address employee risks in
near real time. This empowers security teams to provide personalized behavioral feedback
and scorecards to employees, drive intelligent identity and access decisions, and tailor
control policies dynamically.

Key Benefits

Identify and mitigate workforce
risks: Gain visibility into risky
employees and cohorts, and
utilize built-in automated
playbooks to respond in real time.

Smarter identity and controls:
Use automated playbooks
integrated into identity and
access management (IAM),
identity governance and
administration (IGA) and other
security tools to ensure risk-
appropriate control policies and
access management.

Personalized engagement:
Measure, nudge and reward
employee behavior to build a
stronger security posture and
culture within an organization.
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https://www.verizon.com/business/resources/reports/dbir/
https://go.elevatesecurity.com/high-risk-users-and-where-to-find-them
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Business Value

Use Case/Challenge

Solution

Benefits

Visibility into workforce risk

Elevate Security scores cyber
risk at the employee level,
allowing security teams to track
overall organizational risk, and
zeroin on the most likely sources
of the next security incident.

Continuous monitoring and
reporting of employee risk helps
you track progress against
organizational goals.

Smarter identity and access
management

Elevate adds comprehensive
user risk information that
enriches traditional identity data
and signals, providing 360° risk
visibility during authentication,
authorization and access
reviews.

By infusing identity and access
management and identity
governance technology with
Elevate data, security teams can
significantly reduce account
takeover attacks and slash the
amount of time an adversary
can maintain persistence in your
environment.

Human risk management and
awareness

Elevate easily identifies your
most vulnerable employees
and the intervention needed

to help build better behaviors.
This is done through individual
employee and manager
scorecards, near real-time
feedback in Slack or Microsoft
Teams, and auto-assignment of
training based on behavior.

With detailed visibility of
employee security posture and
changes over time, you gain
increased security accountability
across the organization while
building a much stronger security
culture.

Technical Solution

Elevate ingests rich security data from the Falcon platform and other security technologies to
surface high-risk employees. By combining this Falcon data with other sources, a comprehensive
profile with a history of behaviors and risk is built out for each user. Elevate’s built-in and
customizable playbooks enable security teams to automate the response to behavioral risks.

“Availability of User Risk Score
from Elevate Security has been
a game changer for us. Giving
our people a more intuitive
understanding of potential risks
is a great addition to our security
culture at a time of rapidly
changing cybersecurity threats.”

— Daryl Harding CISO, GHD

"Elevate Security risk analytics
provides our management ‘Heat
Map’ visibility to high-risk groups
with the capability to drill down
to specific behaviors. This level
of actionable insight is extremely
valuable in assessing security
risk."

— VP of Security Strategy and

Engagement, Equifax

N
N




CrowdStrike Store

Elevate Security: Proactive Employee
Risk Protection

Key Solution Capabilities

« Ability to ingest Falcon data and other security telemetry About

« Visibility into high-risk employees CrowdStrike

» Automated conditional access policies, session revocation and access workflows

» Personalized, direct, real-time feedback and scorecards

» Tailored policy controls CrowdStrike (Nasdag:

CRWD), aglobal cybersecurity

Elevate Security is a trusted CrowdStrike Store and Falcon Fund Partner, providing leader, has redefined modern
automated enterprise-wide collection, analysis and application of user risk data, leveraging security with the world’s most
the Falcon platform to power conditional protection to defend against sophisticated attacks. advanced cloud-native platform

for protecting critical areas of
enterprise risk — endpoints and
cloud workloads, identity and

About Elevate Security i

Elevate is a leading provider of cyber risk intelligence that helps organizations radically Powered by the CrowdStrike
improve how they make and apply security decisions and better protect workers from Security Cloud and world-
targeted attacks. The Elevate Platform combines advanced risk analytics, decision modeling, class Al, the CrowdStrike
and Al in an open and extensible platform that allows organizations to visualize and reduce Falcon® platform leverages
workforce risk and trends, and enable risk-based safeguards based on employee behavior. real-time indicators of attack,
threat intelligence, evolving
Learn more at https://elevatesecurity.com/. adversary tradecraft and

enriched telemetry from across
the enterprise to deliver hyper-
accurate detections, automated
protection and remediation, elite
threat hunting and prioritized
observability of vulnerabilities.

Purpose-built in the cloud with
asingle lightweight-agent
architecture, the Falcon
platform delivers rapid and
scalable deployment, superior
protection and performance,
reduced complexity and
immediate time-to-value.

CrowdStrike: We stop breaches.
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