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UserData = "${jndi:ldap://[host]/[path]}";

logger.error(UserData);
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System.getProperty("com.sun.jndi.ldap.object.trustURLCodebase")
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alert tcp any any -> $_NET any (msg: "CrowdStrike CSA-211099 Log4Shell RCE Attempt (CVE-2021-44228)
[CSA-211099]"; flow: from_client, established; content: "${jndi:ldap://"; classtype:web-application-attack;
sid:8001895; rev:20211210; reference:url,falcon.crowdstrike.com/intelligence/reports/CSA-211099;)

alert tcp any any -> $_NET any (msg: "CrowdStrike CSA-211099 Log4Shell RCE Attempt (CVE-2021-44228)
[CSA-211099]"; flow: from_server, established; content: "|ca fe ba be 00 00 00|"; content: ""; classtype: tro-
jan-activity; sid:8001896; rev:20211210; reference:url,falcon.crowdstrike.com/intelligence/reports/C-
SA-211099;)
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https[:]//github[.Jcom/pimps/JNDI-Exploit-Kit
https://logging.apache.org/Log4j2/2.x/

https://logging.apache.org/Log4j2/2 x/security.html
https://bug.cyberkendra.com/2021/12/09/Log4j22-remote-code-execution/
https://issues.apache.org/jira/browse/Log4j222-3198
https://gitbox.apache.org/repos/asf?p=logging-Log4j2.git;h=c77b3cb
https://www.greynoise.io/viz/query/?gnqgl=CVE-2021-44228
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https://arstechnica.com/information-technology/2021/12/mine
craft-and-other-apps-face-serious-threat-from-new-code-execution-bug/
9. https[:]//docs.oracle[.Jcom/javase/tutorial/jndi/overview/index.html

10. https[:]//ldap.com

11. https[:]//github[.Jcom/mbechler/marshalsec

x7} glAA

o Tiotel PSS BHOZ St= SHS MR SYof Cfs) LOotE2{H, 2= HZ CrowdStrike ?18 QA=2[H A
M7t & 111 Q& HE|E S KAdstiAL

o AASt EE 2SIt CrowdStrike MH|A BE AL 84S ASHAIH, O] A4S Zdol MESHUAIR.

i
|I-Io
El
o
Ral
11
0
Ao
Of
2
oy
1
re
mju
_ra
Ho
In
AT
o
ﬂ
|
0
(@]
s
o
v
7_T
(0]
-
Q
o
(@]
=)
&)
rultl
u}tl
=l

o CrowdStrike Falcon A|
CHH LOtEAMA|L.

o CrowdStrike Falcon Prevent™ T K| 7|5 £= M= TFS XML AV EHF0| =29l 7tT S&
o thesto ofifot 452 HO|=X| A 2QI5tA L.

© 2022 CrowdStrike, Inc. All rights reserved.



	Page 1
	Page 2
	Page 3
	Page 4

