
CROWDSTRIKE LEARNING PATHS
Take full advantage of all that the CrowdStrike Falcon platform has to offer 
with CrowdStrike University training and certification

CROWDSTIKE CERTIFIED FALCON ADMINISTRATORS SET UP AN 

ORGANIZATION’S DEFENSES BY INSTALLING, IMPLEMENTING, MAINTAINING 

AND ADMINISTERING THE FALCON PLATFORM, INCLUDING:

	 UNDERSTANDING USER MANAGEMENT AND ROLE-BASED PERMISSIONS

	 DEPLOYING AND MANAGING FALCON SENSORS AND CREATING GROUPS

	 CONFIGURING DEPLOYMENT AND PREVENTION POLICY SETTINGS

	 CONFIGURING ALLOWLISTS AND BLOCKLISTS

	 CONFIGURING EXCLUSIONS

	 CONDUCTING ADMINISTRATIVE REPORTING

CSU HOME    |   FALCON CERTIFICATION    |   TRAINING CATALOG    |   CERTIFICATION GUIDE    |   SCHEDULE EXAM

FALCON ADMINISTRATOR
WORK ROLE COMPETENCIES: 

	 USER MANAGEMENT

	 SENSOR DEPLOYMENT

	 HOST MANAGEMENT

	 GROUP CREATION

	 PREVENTION POLICIES

	 CUSTOM IOA RULES

	 SENSOR UPDATE POLICIES

	 QUARANTINE FILES

	 IOC MANAGEMENT

	 CONTAINMENT POLICIES

	 EXCLUSIONS

	 FIREWALL POLICIES

	 FALCON REPORTS

	 USB POLICIES

	 REAL TIME RESPONSE POLICIES

	 API CLIENTS AND KEYS REPORTING

	 NOTIFICATION WORKFLOW
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https://www.crowdstrike.com/crowdstrike-university/
https://www.crowdstrike.com/crowdstrike-university/crowdstrike-falcon-certification-program/
https://www.crowdstrike.com/crowdstrike-university-training-catalog.pdf
https://www.crowdstrike.com/crowdstrike-university-cfcp-certification-guide.pdf
https://home.pearsonvue.com/crowdstrike
https://crowdstrike.litmos.com/account/login/
https://www.crowdstrike.com/crowdstrike-university-ccfa-certification-exam-guide.pdf
https://home.pearsonvue.com/crowdstrike

