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CROWDSTRIKE LEARNING PATHS

Take full advantage of all that the CrowdStrike Falcon platform has to offer
with CrowdStrike University training and certification

FALGON ADMINISTRATOR

CROWDSTIKE CERTIFIED FALGON ADMINISTRATORS SET UP AN
ORGANIZATION'S DEFENSES BY INSTALLING, IMPLEMENTING, MAINTAINING

AND ADMINISTERING THE FALGON PLATFORM, INGLUDING:

= |UNDERSTANDING USER MANAGEMENT AND ROLE-BASED PERMISSIONS
= [EPLOYING AND MANAGING FALCON SENSORS AND CREATING GROUPS
= (ONFIGURING DEPLOYMENT AND PREVENTION POLICY SETTINGS

= (ONFIGURING ALLOWLISTS AND BLOCKLISTS

= (ONFIGURING EXCLUSIONS

= CONDUCTING ADMINISTRATIVE REPORTING
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FHT 105: |
SENSOR INSTALLATION,
CONFIGURATION AND
TROUBLESHOOTING |
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FHT 106:
FALCON CUSTOMIZABLE
DASHBOARDS

FHT 200:
FALCON PLATFORM FOR
ADMINISTRATORS

GCFA EXAM GUIDE

MONTH 3
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WEEK 4

WORK ROLE COMPETENCIES:

= |JSER MANAGEMENT

= SENSOR DEPLOYMENT
= HOST MANAGEMENT

= (ROUP CREATION

= PREVENTION POLICIES
= (USTOMIOA RULES

= SENSOR UPDATE POLICIES
= (QUARANTINE FILES

= |0C MANAGEMENT

FHT100:
FALCON PLATFORM
ARCHITECTURE OVERVIEW

FHT104:
GETTING STARTED

WEEK?2  wirw o enoponT

SEGURITY MODULE

FHT107:
FALCON FIREWALL
MANAGEMENT

FHT 122:
FALCON DISCOVER
FUNDAMENTALS

TAKE THE CCFA EXAM
AT PEARSON VUE

_ SCHEDULENOW

EARN YOUR WINGS

= GONTAINMENT POLICIES

= EXCLUSIONS

= FIREWALL POLICIES

= FALCON REPORTS

= |JSB POLICIES

= REALTIME RESPONSE POLICIES
= APIGLIENTS AND KEYS REPORTING
= NOTIFICATION WORKFLOW
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FHT10:
FALCON PLATFORM
TECHNICAL
FUNDAMENTALS

FHT102:
FALCON PLATFORM
ONBOARDING
CONFIGURATION

FHT160:
FALCON FOR MOBILE

FHT121:
SPOTLIGHT APP
FUNDAMENTALS
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AND RECEIVE YOUR
DIGITAL BADGE
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https://www.crowdstrike.com/crowdstrike-university/
https://www.crowdstrike.com/crowdstrike-university/crowdstrike-falcon-certification-program/
https://www.crowdstrike.com/crowdstrike-university-training-catalog.pdf
https://www.crowdstrike.com/crowdstrike-university-cfcp-certification-guide.pdf
https://home.pearsonvue.com/crowdstrike
https://crowdstrike.litmos.com/account/login/
https://www.crowdstrike.com/crowdstrike-university-ccfa-certification-exam-guide.pdf
https://home.pearsonvue.com/crowdstrike

