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INCIDENT RESPONDER

CROWDSTRIKE CERTIFIED FALGON INCIDENT RESPONDERS INVESTIGATE, ANALYZE AND
RESPOND TO INCIDENTS, INCLUDING:

= GONDUCTING INITIAL TRIAGE OF DETECTIONS IN THE FALCON CONSOLE

= MANAGING FILTERING, GROUPING, ASSIGNMENT, COMMENTING AND STATUS
CHANGES OF DETECTIONS

= PERFORMING BASIC INVESTIGATION TASKS SUCH AS HOST SEARCH, HOST TIMELINE,
PROCESS TIMELINE, USER SEARCH AND OTHER CLICK-DRIVEN WORKFLOWS

= CONDUCTING BASIC PROACTIVE HUNTING FOR ATOMIC INDICATORS SUGH AS DOMAIN
NAMES, IP ADDRESSES AND HASH VALUES ACROSS ENTERPRISE EVENT DATA

= NAVIGATION
= REPORTS
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WORK ROLE COMPETENGIES:

= ATTACK FRAMEWORKS

= DETECTION ANALYSIS

= EVENT SEARCH

= HUNTING ANALYTICS

= HUNTING METHODOLOGY

= SEARCH TOOLS
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ORIENTATION

FHT100:
FALCON PLATFORM
ARCHITECTURE OVERVIEW

FHT114:
FALGON FUSION
FUNDAMENTALS

FHT106:
FALCON CUSTOMIZABLE
DASHBOARDS
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FHT120:
INVESTIGATION
FUNDAMENTALS

FHT 150:
INCIDENTS FUNDAMENTALS
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FHT 202:
INVESTIGATING AND
QUERYING EVENT DATA
WITH FALCON EDR

FHT 201:
FALCON PLATFORM
FOR RESPONDERS

FHT 240: GCFR EXAM GUIDE

INVESTIGATING AND
MITIGATING THREATS WITH
REAL TIME RESPONSE
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MONTH 3

FHT10:
FALCON PLATFORM
TEGHNICAL
FUNDAMENTALS

FHT104:
GETTING STARTED
WITH THE ENDPOINT
SEGURITY MODULE

FHT109:

USING MITRE ATT&CK
AND FALCON DETECTION
METHODS TO UNDERSTAND
SECURITY RISK
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MONTH 2 REAL TIME

RESPONSE
FUNDAMENTALS

CROWDSTRIKE
CERTIFIED FALCON
RESPONDER:
PRACTICE EXAM
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TAKE THE CCFR EXAM
ATPEARSON VUE

_ SCHEDULENOW

CCFp

EARN YOUR WINGS

AND RECEIVE YOUR
DIGITAL BADGE



https://www.crowdstrike.com/wp-content/uploads/2021/01/ccfr-certification-exam-guide.pdf
https://home.pearsonvue.com/crowdstrike
https://www.crowdstrike.com/crowdstrike-university-ccfr-certification-exam-guide.pdf
https://www.crowdstrike.com/crowdstrike-university/
https://www.crowdstrike.com/crowdstrike-university/crowdstrike-falcon-certification-program/
https://www.crowdstrike.com/crowdstrike-university-training-catalog.pdf
https://www.crowdstrike.com/crowdstrike-university-cfcp-certification-guide.pdf
https://home.pearsonvue.com/crowdstrike
https://crowdstrike.litmos.com/account/login/

