CROWDSTRIKE

HAVE THEIR HEADS

IN THE GLOUDS

and are looking to exploit ineffective and
misconfigured cloud security settings
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GLOUD IS IN THE GROSSHAIRS

Cloud exploitation grew by 95% in 2022 as
----------------------------------------------------------------- CrowdStrike Intelligence observed a nearly
3xincrease in “cloud-conscious’ threat
actors. Adversary techniques continue to
grow more sophisticated for initial access,
lateral movement, privilege escalation,
defense evasion and data collection.
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Common

cloud security
misconfigurations
are the leading cause
of cloud data breaches

Threat actors use a lack of outbound
restrictions and workload protection to
exfiltrate data from your cloud platforms

Threat actors exploit disabled logging
to move silently around your cloud
environment undetected

Threat actors take advantage
of missed alerts due to the false
positives and alert fatigue your
cloud security analysts suffer

Threat actors use stolen accounts with
excessive permissions to increase the blast
radius of their attacks for maximum damage

Threat actors look for access keys that
enable them to interact with your cloud
service plane to get to your data

Threat actors take advantage

of a lack of identity policies and
multifactor authentication to abuse
the credentials they steal

Threat actors steal credentials from exposed
shapshots to launch their own workloads and
delete any of yours that get in their way

Threat actors break into a vulnerable host,

then glide effortlessly across your network,
leveraging VPN tunnels to your cloud data

Threat actors target your neglected cloud
Infrastructure slated for retirement looking
for sensitive company data

If you have
experienced a
cloud data breach
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Download the CrowdStrike Services
Cloud Security eBook to find out
more about easily exploited cloud , _ _

. . . d dati | Seven Easily Exploited
misconfigurations and recommendations | Cloud Misconfigurations
on how to minimize their risks. | and How to Minimize Their Risks
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GET THE EBOOK

CrowdStrike Cloud Security Services

= |ncident Response for Cloud

= Cloud Security Assessment

= Cloud Compromise Assessment

= Red Team / Blue Team Exercise for Cloud

= Falcon Operational Support
for Cloud Security

= Falcon Cloud Security Training Courses

MORE INFORMATION

GLOUD-NATIVE APPLIGATION PROTEGTION
PLATFORM (CNAPP)

CrowdStrike Falcon Cloud Security

= Cloud Security = Cloud Infrastructure
Posture Management Entitlement Management
= Cloud Workload Protection = Cloud Asset Discovery

= Cloud Security with Containers = Managed Cloud Security

MORE INFORMATION
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