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CROWDSTRIKE FALGON: POWERING THE
NEXT GENERATION OF PROTECTION FOR
FINANCIAL SERVICES INSTITUTIONS

Financial services is the most targeted industry in the world today. Security
teams struggle to keep customer data safe in the face of heavy regulation and
sophisticated external and internal attacks. The CrowdStrike Falcon Platformis
the world's leading cloud native security platform that secures the most critical
areas of enterprise risk — endpoints and cloud workloads, identity, and data - to
keep financial institutions ahead of today’s evolving threats and stop breaches.

CROWDSTRIKE® FALCON PROVIDES:

m Scalable, cloud-native architecture: Purpose-built in the cloud with a
single lightweight-agent architecture, the Falcon platform enables real-time
protection and visibility — giving financial institutions the freedom to replace
and retire the complicated, performance-robbing security layers that clutter
their environments.

= A complete, integrated endpoint solution: Using cloud-scale Al and
machine learning, our Security Cloud weaves together trillions of data points
from across security and IT operations to create one of the world’s largest
threat centric data fabrics andpower an unparalleled platform that connects
machines, identity and data for a unified, Crowd-powered approach to
modern security.

= Light-weight, cloud-native agent: Our next-gen security is powered by the

same, revolutionary light-weight agent - delivering superior protection and
performance while reducing agent bloat and complexity.

N

KEY BENEFITS

Achieve key financial
regulatory compliance
requirements

Secure the most critical areas
of enterprise risk - endpoints
and cloud workloads, identity,
and data

Enhance and augment your
security teams

"As more and more
organizations are looking for
more effective solutions that
can stop advanced, modern-
day threats, | believe
CrowdStrike Falconis the
answer."

Steve Phillpott, Chief
Information Officer, Western
Digital
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KEY PRODUCT CAPABILITIES

ENSURES YOUR ORGANIZATION IS PROTECTED AGAINST ADVANCED,
TARGETED ATTACKS AND EVOLVING ADVERSARY TRADECRAFT

= United threat protection: The
Falcon platform’s integrated anti-
malware and advanced threat
protection are combined inasingle
agent that protects endpoints and
cloud workloads whether they are
online or offline.

m Stops silent failure: Intelligent
EDR delivers the most
comprehensive visibility and the

fastest search, providing insight
into stealthy attacker activities,
flagging potentially malicious
processes and notifying security
teams.

Advanced preventionand
detection: Cloud-scale Al, ML

and behavioral protection unite to
stop sophisticated, fileless attacks,
including ransomware.

OPTIMIZES SECURITY OPERATIONS AND RISK MANAGEMENT

m Key financial compliance
regulations addressed:
CrowdStrike is compliant with
several leading compliance
mandates for financial institutions,
including PCI DSS v3.2, FFIEC and
NIST 800-53.

m Prioritized event handling:
Automated, intelligent detection
and prevention capabilities enable
security teams to triage incidents
based on criticality — remotely
containing systems, if necessary.

SCALES TO MEET YOUR NEEDS

= Immediate time-to-value: Zero
on-premises infrastructure
reduces cost and enables the
Falcon agent to deploy and scale
in minutes to meet your security
needs — enabling speed, efficacy
and scalability.

m Complete risk protection: The
Falcon platform focuses on the
most critical areas of enterprise
risk and friction: endpoints and

Start Fre! rial

m Elite threat hunting: Organizations

that don't have the security
resources to conduct their own
threat hunting can benefit from
Falcon OverWatch™, the managed
threat hunting component of the
Falcon platform. The OverWatch
team of experienced security
experts works 24/7 on your behalf,
proactively hunting for threats and
stopping breaches.

cloud workloads, identities and
data — on- or off-network, on- or
off-premises, hybrid or cloud —
and is compatible with Windows,
MacOS and Linux.

Streamlined management: All
updates are signatureless with
zero performance impact to the
end user.

Learn more at www.crowdstrike.com

CROWDSTRIKE DELIVERS NEXT-GEN
PROTECTION ACROSS ENDPOINTS AND
CLOUD WORKLOADS, IDENTITIES AND
DATA FOR FINANCIAL INSTITUTIONS

Cybercriminals continue to innovate, so why
shouldn’t your security solution? CrowdStrike
Falcon provides next-generation prevention,
detection and response features capable

of defeating even the most sophisticated
attacks.

ABOUT CROWDSTRIKE

CrowdStrike Igs, Inc. (Nasdag: CRWD),
aglobal cybersecurity leader, has redefined
modern security with one of the world's most
advanced cloud-native platforms for protecting
critical areas of enterprise risk — endpoints and
cloud workloads, identity and data.

Powered by the CrowdStrike Security

Cloud, the CrowdStrike Falcon® platform
leverages real-time indicators of attack, threat
intelligence, evolving adversary tradecraft and
enriched telemetry from across the enterprise
to deliver hyper-accurate detections,
automated protection and remediation, elite
threat hunting and prioritized observability of
vulnerabilities.

Purpose-built in the cloud with a single
lightweight-agent architecture, the Falcon
platform enables customers to benefit from
rapid and scalable deployment, superior
protection and performance, reduced
complexity and immediate time-to-value.

CrowdStrike: We stop breaches.

Learn more:
https://www.crowdstrike.com/

Follow us: Blog | Twitter | LinkedIn |
Facebook | Instagram

Start a free trial today:
https://www.crowdstrike.com/free-trial-
guide/
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