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) Itis critical that security teams know how threat
YO u d O n t h ave a actors operate to be best positioned to stop
them.
malware problem,

The CrowdStrike 2023 Threat Hunting Report,
developed by CrowdStrike’s Counter Adversary
Operations team, exposes the latest adversary
tradecraft and provides knowledge and insights
to help stop breaches.

Jaw-Dropping
New Insights

Adversaries are doubling down on Threat actors are becoming cloud experts,

identity-based intrusions, with the theft and exploiting common misconfigurations and abusing
abuse of compromised identities becoming built-in cloud management tooling.

even more impactful.
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] L . increase in credential theft via cloud
of interactive intrusions involved instance metadata APIs

compromised identities

583% s e

increase in Kerberoasting, a growing

identity-based attack technique Proficiency across operating systems is a hallmark of
interactive intrusions in 2023.
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in adversaries replacing pluggable

authentication modules (PAMs) with
Adversaries are breaking inand out of malicious modules in Linux
environments faster than ever.
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Responsible for 27% of all

Kerberoasting attacks

INDRIK

SPIDER

Shifted from opportunistic

eCrime to tailored attacks

Gain unparalleled insights from our expert threat hunters as
n ow ( } I I | . they discuss standout intrusions and techniques.
- Equip yourself with real-world experiences to fortify your
I n e I I I . security strategy and outmaneuver fast-moving threats.
Stay ahead of adversaries by understanding both global

Sto p t h e m . and regional trends.
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