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Protecting your cloud workloads
with defense-in-depth security
from CrowdStrike and AWS

As businesses expand their cloud investments, their security strategies should stay one step ahead of the threatsthat target
their expanded environments. Managing, securing, and tracking endpoints, networks, and workloads—all of this is no easy feat.

Defense-in-depth is an architectural design that originates from a military strategy. In the context of protecting cloud workloads,
defense-in-depth relies on mechanisms to protect valuable data, information, and intellectual property.

How CrowdStrike and AWS deliver defense-in-depth

The CrowdStrike and Amazon Web Services (AWS) partnership brings together a principled a pproach to defense-in-depth cloud security. CrowdStrike’s
threatintelligence as well as endpoint and workload protection directlyintegrate with AWS services.

CrowdStrike Falcon capabilities such as the Falcon Agent, Hosts, Detections, Event Streams, and Custom Indicators of Attacks operate in concert with
AWS services like AWS CloudTrail, VPCFlow Logs, Amazon Eve ntBridge, AWS Control Tower, AWS Lambda, AWS Security Hub, and many more to
address the three principles of defense-in-depth.
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Drive workload and asset clarity with visibility

The CrowdStrike and AWS tools that enable visibility allow teams to view configurations of all components, aggregate network traffic entering and
leaving the workload, audit API calls, and provide runtime visibility of apps in an Amazon Elastic Cloud Compute (Amazon EC2) instance or a container.

Falcon Discover for Cloud and Containers + AWS CloudTrail

Gainvisibilityof your compute and container workloads hosted across your on-premisesand cloud infrastructure fromone dashboard. Integrate your
accountlandingzone with AWS Control Tower to ensure out-of-the-box visibility across your entire cloud footprint as your cloud adoption grows.

Falcon Horizon and AWS Control Tower +
Amazon EventBridge

Events from Amazon EventBridge deliver continuous
discoveryandvisibility of cloud-native assets, providing
valuable context and insights into the overall security
posture. Integrate new accounts created through AWS
Control Towerinto Falcon Horizon to proactively detect
cloud-specific misconfigurations, vulnerabilities, and
securitythreats, alongwith guided remediations to
resolvethem.

Falcon CWP and Amazon Elastic
Container Registry (Amazon ECR)

Getcomplete visibilityintoall your containerimages
hosted in Amazon ECR from one dashboard, allowing
you to find hidden malware, embedded secrets, and
vulnerabilities from outdated libraries. Seamlessly
integrate with AWS CodeBuild, GitHub, Jenkins,

or otherbuildtools to allow your companyto shift | eft
in yoursecurity strategy.

Visibility and your solution

CrowdStrike network detection and response partner solutions complement the visibility principle of the CrowdStrike and AWS s olution. Forexample,
combiningvisibility of network communication with device telemetry gives customers broad visibilityinto and oversight of their networks, devices, and
users, thus removing blind s pots.




Prevent attacks by detecting anomalies in workloads and sending actionable alerts

Bring sensors, discovery, and audit information together with runtime visibility from multiple sources, such as Amazon
EC2, Amazon Elastic Kubernetes Service (Amazon EKS), AWS Fargate, and AWS Lambda, and alert teams to anomalous behavior.

Falcon CWP and AWS Systems Manager
State Manager

Automate the deployment of the Falconagent across
your Amazon EC2 fleet byintegratingwith State
Managerto protect yourlong-living, auto-scaling, and
ephemeral workloads. Address configuration drifts
acrossyourenvironment bybuildingyour packagesin
AWS Systems Manager Distributorand deploying
them atscale with SSM Automation Documents to
enforce a policy-driven security posture in your
organization.

Falcon CWP and Amazon Elastic
Container Service (Amazon ECS) /
Amazon Elastic Kubernetes Service
(Amazon EKS) / AWS Fargate

Gainvisibilityinto container a pplications to uncover detailssurrounding file access, network communications, processactivity, and block
exploitable vulnerabilities at runtime. CrowdStrike has developed Kubernetes Operator and Helm Charts to provide administrators withthe
flexibilitytheyneed using the tools theyare familiar with . Whether you're using Amazon ECS to deploy containers oryou're running Kubernetes
clusters on Amazon EKS, your workloads stay secure through a seamless experience. For workloads running on AWS Fargate, our Falcon Container
agentcanprovide you with the protection you need to secure your managed workloads.

Falcon CWP and AWS PrivateLink

Utilize AWS Privatelink to provide private connectivity between your CrowdStrike Falcon protected workloads and the CrowdStrike cloud. By using
the AWS infrastructure instead ofthe publicinternet, you cansecure your communication and reduce your exposure to distribu ted denial-of-
service attacks, along with many other threats.

Falcon X and Amazon S3

Secure your Amazon S3 buckets through automated file scanning as they're uploaded to the CrowdStrike cloud. Once uploaded, th e filesare
executed in our sandbox environment for analysis. Malicious files are automatically deleted from the bucket, and a security e ventis generated in
AWS SecurityHub foryoursecurityteam to investigate and triage the event.

Falcon X and AWS Network Firewall

Automatically block malicious domains and IP addresses inyour AWS Network Firewall policy rulesbased on CrowdStrike’s domai n-based
Indicators of Attacks (10As). AWS Network Firewall works with AWS Firewall Manager, soyou canleverage the policy you create to manage and
applythemacrossyourentire AWS footprint centrally.

Prevention and your solution

Using machine learning with aggregation of contextual network and endpoint telemetry to create customized polices and real-time behavior-
baseddiscoveryresultsinfaster detection of anomalous behaviors and threats between devicesand the network edge and within internal
network traffic.




Automate remediation to scale security teams

Response teams canonlyrespond to 3-5 percent of the security events they receive each day. Configuration assessments and runtime
visibility, along with their correlation, can provide effective preventative controls. However, organizations need to be able to understand and
effectivelyacton asecurity event, whichis where CrowdStrike and AWS solutions for re mediation and response come in .
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Workload protection requires tight integration between security solutions and services to provide end-to-end visibility and the ability to defend
againstthreats wherever theyare —fromthe network edge to the cloud and across endpoints and workloads.

With anintegrated security solution, organizations gain visibility of their AWS accounts, inve ntory and configurationinformation, runtime activity,
and correlation ofevents. The resultis actionable measures for preventingand responding to security events, along with a f ramework for
centralizingloggingof security events and automating re mediation workflows.

Get started with
CrowdStrike and ‘
AWS today

Access CrowdStrike to experience how the
defense-in-depth principlescome together to
mitigate and remediate threats.
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